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1	Overall description
SA3 has been studying the security issues of false base stations in a related study, the results of which are documented in TR 33.809. 
The false base station study includes, among other key issues, Key Issue #2: Security protection of system information. Among the solutions proposed for addressing Key Issue #2. Several solutions propose the use of digital signatures based on different types of cryptographic primitives e.g., public-key cryptography and identity-based public-key cryptography. 
The Management Information Block (MIB) and the various system information blocks (SIBs) are blocks of information periodically broadcasted by the radio base station in a mobile network. The broadcast information in the MIB includes, among other pieces of information, a list of SIBs (e.g., SIB1, SIB 2 etc.) and their timing information. SIBs include, among other information, the mobile network identifier, cell parameters, and time information. The main idea of protecting this broadcast information is that the base station would digitally sign the content of the MIB or one or more SIBs. The UE could verify if the content of these broadcast information blocks was tampered with by a malicious entity.  
Periodicity of the security information (i.e., the digital signature) used to verify the authenticity of the system information should be aligned with the periodicity of the system information. For example, at the least the security information used to verify the essential blocks (MIB and SIB1) needs to be broadcasted within 160ms (within the period), as SFN (timing information) of the MIB changes at every 160ms. Further, the time gap between the new SIB carrying the digital signature and the protected SIB should be minimized, so that UE could verify the signature of the protected SIB at the earliest.
The study has so far considered two different kinds of signature schemes: (i) public-key-based signatures (Solution #7, #11, #20, and #26) and (ii) identity-based public-key-based signatures (Solution #7 and #12). For the public-key-based signatures, both raw public keys without a certificate (the first method in Solution #7) and public keys with certificates have been proposed (e.g., Solution #11). For public-key-based signatures, ECDSA has been proposed. For identity-based signatures, ECCSI has been proposed.
3GPP TSG SA WG3 would appreciate the evaluation of the aforementioned digital signature schemes with respect to security and parameters, e.g., signature lengths. If ETSI SAGE could recommend a different digital signature scheme which may be missing from the aforementioned list, this would be greatly appreciated. 
2	Actions
To ETSI SAGE 
ACTION: 3GPP TSG SA WG3 asks ETSI SAGE to evaluate aforementioned digital signature schemes with respect to security and parameters, e.g., signature lengths. If ETSI SAGE could recommend a different digital signature scheme which may be missing from the aforementioned list, this would be greatly appreciated.
3	Dates of next TSG SA WG 3 meetings
SA3#109Bis-e	16 - 20 January 2023	electronic meeting
SA3#110	20 -24 February 2023	TBD (EU)

